Grypho5 Managed Firewall Package

24/7 Oversight on Your Perimeter
Against Today's Threat Actor Tactics

Only Grypho5's Managed Firewall Truly Maximizes Your Investment

and Your Defenses

While your firewall is one of the most essential first lines
of defense against malicious external traffic, it can be
more harmful than helpful if it provides a false sense

of security. Improper configurations, an increasingly
remote workforce, dis/misuse of security features,

lack of alignment with current threat actor tactics, and
poor telemetry monitoring can all render your firewall
ineffective, vulnerable, and under-utilized.

Gryphob's expert staff will ensure your firewall solution
is selected, configured, managed, and monitored to
maximize your defenses. We always have the latest
threat actor playbooks (through our sister company,
Fenix24, which is on the front lines of threat remediation
daily) and measure your firewall's defenses against
these changing threats. Our service is also informed

by our assessment practice, Athena7, which provides
deep data on the most common vulnerabilities found

in organizations today. Rather than “set it and forget it,’
the Grypho5 team will configure, analyze, monitor, and
evaluate your firewall on an ongoing basis, remediating
vulnerabilities based on accurate telemetry to keep your
firewall and perimeter always secure. We will maximize
the use of the firewall's capabilities, ensuring the right
features are enabled, to help defend against continuously
evolving threats.
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Key Package Features:
I Selects, configures, deploys, and regularly manages the right firewall solution for your
specific needs.

M Monitors inbound and outbound traffic for current and emergent threats, policy
adherence, and performance.

Il Takes remediation actions based on monitored telemetry to secure your firewalls and
perimeter network security.

I Regularly analyzes the existing features, policies, and configurations for maximized
usage and comparison of findings in the breach recovery threat intelligence feed.

M Enables Deep Packet Inspection to analyze network traffic beyond the typical 5-tuple.

Key Deliverables:
I Firewall selection, configuration, deployment, and ongoing management.

I Provisioning of on-site firewalls for HA configuration deployment at your site(s).

I Monitoring and management of the solution for malicious traffic, rules violation,
configuration adherence, geo-blocking, DPI, DNS filtering, web filtering, file share
policy, Guest policies, VPN client, port configuration, NGAV/AV, and health telemetry.

M Patching/firmware updates and backup of firewall configurations.

I Client Success Management: providing you with regular business reviews for service
transparency and a set cadence for ticket analysis, configuration adherence, health
reporting, and policy configuration.

M Quarterly firewall assessment: to provide a full rules/configuration/policy review and
regular assessment of the solution.

Why Grypho5

GRYPHO5, part of the Conversant Group family of companies, understands that
your IT team has a lot of demands. So, we partner with you, filling your unique
gaps to help keep you secure every day of the year. Armed with proprietary
threat actor playbooks, we can defend your infrastructure dynamically, leaving
you to focus on other priorities.
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